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Packets don't lie - Threat Hunting with 
Zeek

Swapneel Patnekar 
APNIC Community Trainer



Housekeeping
• If you wish to ask a question 

- Type your question in the Zoom Q&A 
- Unmute and ask!


• Webinar is being recorded
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$about
• APNIC Community Trainer

• Founder & CEO of Shreshta IT 

• Member of the Forum of Incident Response and Security Teams 

(FIRST) DNS Abuse SIG

• Program Committee member Indian Network Operators 

Group(INNOG) and APNIC conferences 

• Past - Board member of India Internet Engineering Society (IIESoC)

• Investigate and report malicious domain names for takedowns
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What is Network Security Monitoring?
• Network Security Monitoring is the collection, detection and 

analysis of network security data 


• Three cycles - Collection, Detection and Analysis 


• NSM does not prevent intrusions


• NSM data types 
- Full content - PCAP 
- Extracted content  
- Transaction data 
- Alert data - NIDS

4



Value of NSM
• Is data being exfiltrated from my network ? 


• Is there a system in the network communicating/communicated 
with a C2C ? 


• Profiling the network - Visibility 


• What is happening on my network?
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Origins of Zeek (Previously known as Bro IDS)
• Lawrence Berkeley National 

Laboratory


• The Cuckoo’s Egg - Clifford Stoll


• traceroute, tcpdump, libpcap
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What is Zeek?
• Zeek is a passive, open-source network traffic analyzer


• Used as a network security monitor (out-of -band) to support 
investigations of suspicious or malicious activity


• Also supports a wide range of traffic analysis tasks, such as 
performance measurement and troubleshooting


• Runs on commodity hardware and  provides a low-cost 
alternative to expensive proprietary solutions
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Why Zeek?
• Transforms traffic into logs 

- Store Zeek logs for months or years 

• Built for lighting-fast search and insight  

- Zeek’s interlinked logs allow for instantaneous pivots

• Extracts all major files types

• Program custom behavioural detections via Zeek scripting language

• PCAP-like fidelity at 1% the data size

• Track attacker movement across ports and protocols and time
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Zeek Architecture
• At a very high level, Zeek is architecturally layered into two major components 


• Event engine (or core) - reduces the incoming packet stream into a series of 
higher-level events


• These events reflect network activity in policy-neutral terms, i.e., they describe 
what has been seen, but not why, or whether it is significant


• Event  engine component comprises a number of subcomponents 
- Input sources  
- Packet analysis  
- Session analysis, and  
- File analysis
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Zeek Log Formats
• Zeek creates a variety of logs when run in its default configuration.  

- Zeek TSV format logs  
- Zeek JSON format logs 


• When we Zeek on any .pcap file, it creates different log files 


• Run zeek -C -r  file.pcap  
- Zeek completes its task without reporting anything to the command 
line


• Similarly, we can zeek logs in JSON format using the command below  
- zeek -C -r file.pcap LogAscii::use_json=T
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conn.log
• The connection log, or conn.log, is one of the most important logs Zeek 

creates


• Zeek’s conn.log,  tracks both TCP and UDP  protocols


• The conn.log primarily captures so-called “layer 3” and “layer 4” elements 
of network activity


• This is essentially who is talking to whom, when, for how long, and with 
what protocol


• cat conn.log  
or  
cat conn.log | jq . (JSON log format)
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• The conn.log primarily captures 
so-called “layer 3” and “layer 4” 
elements of network activity. 


• This is essentially who is talking 
to whom, when, for how long, and 
with what protocol.
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dns.log
• dns.log captures application-level name resolution activity


•  Applications mainly use DNS to resolve names to IP addresses, 
IP addresses to names, and certain other functions


• Even intruders use DNS for the same purposes


• Primary functions like who is asking a question, what is the 
nature of the question, who answered the question, and how was 
the question answered
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Installation
• Binary Packages 


• docker image - https://hub.docker.com/r/zeekurity/zeek


• Installation instructions 
- https://github.com/zeek/zeek-training/tree/master/Intro-to-
Zeek22
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Let’s hunt for badness
• Huge props to these folks for making the PCAPs available to the community

• Stratosphere IPS Project  

- https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-
Botnet-25-3/ 
- https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-Capture-
Botnet-347-1/


• Josh Stroschein 
- https://github.com/jstrosch/malware-samples/blob/master/binaries/vidar/
2020/April/samples_pcap.zip


• Brad Duncan 
- https://www.malware-traffic-analysis.net/2018/CTF/index.html
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Additional Resources
• Zeek Packages 

- https://packages.zeek.org


• Zeek Documentation 
- https://docs.zeek.org/en/master/logs/index.html


• PCAPs 
- https://www.netresec.com/?page=PcapFiles


• Brim - A desktop application with Zeek and Suricata builtin 
- https://www.brimdata.io
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Questions?
• swapneel@brainattic.in


• @pswapneel


• https://www.linkedin.com/in/swapneel-patnekar/
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