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How USD$0 cloud
infrastructure can support
your business

Affan Basalamah

Overview

» QOverview of the current landscape - Prospective recession and
businesses doing it tough

» Exploration of low to no cost IT services, including cloud
infrastructure

» Scenarios where you can leverage free cloud infrastructure to
keep your business afloat
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How USD$0 cloud infrastructure can support your business

Current Landscape

Current Landscape

Worldwide post-pandemic

Last 2 years pandemic bring
business to a halt

Not to mention world is in the
brink of economic recession
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However cost is still rising

* Labour cost
* Infrastructure cost

 It’s happening when business
is struggling

Inflation and Recession




9/5/22

Available Resources

Cloud VMs

Cloud Storage (block storage, object storage)
Public IP and ingress/egress traffic

Domain Names (DNS records)

TLS termination, PKI

Cloud VPN

The Cloud Provider

Big Cloud Provider * Regional & Local Provider
— Amazon Web Services (AWS) — Linode

— Google Cloud Platform (GCP) — Vultr

— Microsoft Azure — Digital Ocean

— Oracle Cloud Infrastructure (OCI) — Biznet Gio

— Alibaba Cloud — IDCloudhost

— OVH — Etc.
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Home Resources

» Server at your home

» PC under your desk

— Maybe with consumer GPU (GTX/RTX)

« Raspberry Pi
* Home NAS

— QNAP, Synology

Building Blocks

Cloud

Infrastructure

10
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Purpose of this talk

| will share my experience about using the free cloud
infrastructure to lower cost of infrastructure

* | hope my experience will be useful for all of you to help
you in this uncertain times

11

Disclaimer

« However you still credit card
— Subscribe to cloud infrastructure requires valid credit card
— Domain name (.com, .co.id, other ccTLD) annual subscription

Some of this services may not be sufficient for your requirements

Some of this services may not be available
— Partially available, try again later, or try in another region

Their T&C may have been changed

I’m not their business reps, nor ambassador
— I’'m not receiving any commission and fee for this talk

12
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Another free services: SaaS (Software as a Service)

Communication: Programmer Tools:
* Email « Source code management:
— Zoho Mail — GitHub
« Project Management - GitLab
. — BitBucket
— Atlassian Cloud (JIRA, Confluence)
— Basecamp °
— Asana OGltHUb
A ATLASSIAN & GitLab
.. ATLASSIAN

‘@Basecamp asana W Bitbucket

13

How USD$0 cloud infrastructure can support your business

Cloud Infrastructure

14



9/5/22

Free Cloud Infrastructure

* Every cloud computing always gives “free trial”
— But their trial is limited by time: free for 1 year, free for 1 month, etc.
— After the trial, they expect you to start use their services

 After "free trial” period, this thing could happen:

— Your free trial service is stopped, you lose access to your services
— Your free trial is migrated to paid usage, you start receiving usage bills
— Rather than enjoy the services, you will have “bill shock”

* Are there any alternatives on this?

15

Free Cloud Infrastructure

* Oracle Cloud Infrastructure (OCI) has “Always Free” services
« After signup, you can use every services in “Trial mode” for 1 month
« After one month, you can keep continue use “Always Free” services

* No usage bills

ORACLE

Cloud Infrastructure

16
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Type of services available (in one region)

* AMD (x86_64) and ARM64 Compute VMs
200 GB total block storage
10 GB object storage

10 TB outbound data transfer per month

2 Autonomous Databases, 20 GB each

10+ more Always Free services

17

OCI Regions

18
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OCI in APAC Regions

Japan East (Tokyo)

Japan Central (Osaka)

South Korea Central (Seoul)
South Korea North (Chuncheong)
Australia East (Sydney)

A

Australia Southeast (Melbourne)

India West (Mumbai)

India South (Hyderabad) A
Singapore (Singapore)

19

Compute VMs and Storage
AMD (x86_64) VM Object storage

» 50 GB storage

Ampere (ARM64) VM

1 vCPU. 1 GB RAM « 10 GB - Standard
10 GB - Infrequent Access

* 10 GB — Archive Storage

Block storage

1-4vCPU, 6-24 GB RAM « 200GB combined storage/region

» 50 GB storage on each VM « 1 VM consume 50GB

* So you can only create 4 VM

20
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Virtual Networks & Security

Networking Security

10 TB outbound traffic » Security Group

2 Virtual network (IPv4/v6) Site-to-site IPSec VPN

1 instance Load Balancer 5 private CA and 150 certificate
(10Mbps) » Bastion Host

21

Other Cloud Services

2 Oracle Database as a Service (1 CPU, 20GB)

Low-code App Development with Oracle APEX

NoSQL Database (25 GB per table)

Whole cloud resources can be managed by Terraform H’

Terraform
All of them you can check at

https://www.oracle.com/cloud/free/#always-free

22
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9/5/22

Create your account

e Goto
https://www.oracle.com/
cloud/free

ckBEES

Oracle Cloud Free Tier .
Address information -~

Payment verification ~

) r n o You won't be charged unless you elect to upgrade the account.
Indonesia

. You may see a small, temporary charge on your payment method. This s a verification hold that
iffn i alamaneysiems com will be removed automatically. See the FAQ for more information.

o Thank you for verifying your details

.
[ ] Home Regio
Singapore (Singapore) visA wessersreanior Expires on 2027/06 o
. . Oracle uses third-party payment processor CyberSource for Oracle Store payment processing.
G request and for part of the payment processing.
Please refer to CyberSource's pr

terms applicable to the data collected.

« Usually works the first

By clicking Start my free trial , | agree to the terms and conditions of the Oracle Cloud Services
@ Qracle [ d this

t i Description for Free Oracle Cloud Promotion Universal Credits - Part Number B88385

Create virtual cloud network (VCN

Virtual Cloud Networks | Oracl. X+

& cloud.oracle.com

You have SGD 400.00 leftin your trial. When your trial s over, your account will be limited to Always Free resources. Upgrade at any time.

Search resources, services, documentation, and marketplace

Networking » Virtual Cloud Networks » Virtual Cloud Network

affan24

oz ||

VCN Information | Tegs
Compartment: afan2é (roct 0CID: ..dkxza Show Capy
Groatod: Wed, Ju 13, 2022, 13:46:18 UTC DNS Rosolver:
ARAEE IPv4 CIDR Block: 10.0.0.0/16 Default Route Table: Default Route Table for affan24
1Pu6 Prof NS Domain Name: affar24.cracisvcn.com
Resources Subnets in affan24 (root) Compartment

Subnets (2)

CIDR B

aFrsias ) Name state 1Pva CIDR Block 1PV6 Profix Subnet Access. Created -
Route Tables (2)
Private Subnet-

fianzs © Avalable 100.1.0%2¢ E Private (Regiona) Wed, Jul 13, 2022, 13:46:20 UTC
Internet Gateways (1

Public Subnet-affan24 ® Avaiablo 1000024 Public (Regional) Wed, Jul 13, 2022, 13:46:20 UTC

Dynamic Routing Gateways.
Attachments (0) Showing 2 tems < 10f 1

Network Security Groups (0]

Torms of Use and rivacy _Caokie Prferenc andjo s afiates. Al righs reserved
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 Ubuntu 22.04 LTS
* CentOS Stream

e QOracle Linux

Create VM — Choose your OS

Instances | Oracl Cioudinfrac X+

& cloud oracle.com)

RACLE

Search resources, services, documentation, and marketplace

Create compute instance Browse all images

Placement

Software for an instance.
Availabilty domain: AD-1 TR

Image sourco
Fault domain: Let Oracle choosa the best faut domain
Platforn images s
Gompartment
afan24 root) 5

Image and shape

Ashaps is a template that determings the number of CPUS, amount of memory and P
that runs on top of the shape.

fom images are pre-buit operating systems for Oracle Cloud Ifrastructurs.

Image name 05 version image buid
oracLe  Oracle Linux 8 O
b 1 b 202206500 5 et 0 aoh 2| [mezcnreo A e
Centos v) 8 Stream 202204210 dvanced options
Orace Autonomous Linux 2 fxdvanced opion
Shape
Oracle Linux Q 8 202206.30-0 Advanced
VM.Standard.E2.1.Micro Oracie Linux Cloud Developer 8
AMDQ1

Vitual machine, 1 coro OCPU, 1 GB memory. 0.48 Gbps net|

202205220 Advanced options

Wiindows. Server 2019 Standiard

e o

25

* Processor types:
— AMD (x86_64)
— Ampere (ARM64)

* Another processor
available but not
Always-free legible
— Intel

Create VM — Choose your shapes

Instances | Orac Cloud fre: X+

Create compute instance Browse all shapes

W8N ont sce the shape you want?
To access all shapes, o, You'l pay ol fo whatyou use, o minimum terms and o prepaymants
boinid Upgrade
VM Standard £2.1 Instance typo
AMD1

Virtual machine, 1 core OCPU, 1 GB memory, 048 Gbps nety

Virtual machine

Bare metal machine

Bhysical bare ote Rt
Intel Specialty and previous
. odia generation
Networking A (@D Comen

AMPERE

Virtual cloud network: affanzé

‘Subnet: Pubic Subnet-affan2d

Launch opions: - Image: Ganonical Ubuntu 22.04

Shape name ocey Memory (GB) Network bandwidth (Gbps)  Max. total VNICs.

Add SSH keys

VM .Standard A1 Flex 1 6 1

B | soveasstack | Cancal Cancel

26
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Create VM — Choose your shape (Ampere ARM64

- Total of 4 vCPU / 24 GB
RAM resources

° YO ucanc reate A R M V M : Create compute instance Browse all shapes

1VvCPU /6 GB VM ~ S s =

~ 2VvCPU/12 GB VM

VM.Standard.£2.1.Micro EXSREETID ‘Shape name. ocru
AMDD e e .

Momory (GB) Network bandwidih (Gbps) | Max.ttal VNICs.
U, 1.GB mamory, 0.8 Gops nety

- 4vCPU /24 GB VM s 2 : : |

Ampere Alra 800,
ki blok storage oy

The atrer . Loca

s fora mited amount of

Networking L.

Virtual cloud network:afan24 @
Subnet: usk

Subnet.afiard

Launch options:

« Max of 4 VM / region -

Add SSH keys 1 Selocted

Showing

— 4VM @ 1vCPU/6GBRAM | I

- 2VM @ 2 vCPU /12 GB RAM
- 1VM @ 4 vCPU /24 GB RAM

27

‘ i 1 oo ubuntu@instance-20220714-1643: ~
l Id V M I S C re ated ' Affan@iacBook-Air ~ % ssh hosting.salamahsystems.com
H

affan@hosting.salamahsystems.con's password:

Affan@MacBook-Air ~ % ssh hosting

* Your VM for free!

x Websit https://mim.cloudpanel. io
* Documentatiof ps://www.cloudpanel.io/docs/v2,
Best Practices: / I

* cloudpanel.io/docs/v2/best-practices/
CloudPanel: ht X 6:8443
° 2 V( ;PU / 1 2 CEB RAM % CloudPanel CLT: clpctl

Last Login: Wed JUl 27 86:41:23 2622 from 114.122.102.242
ubuntu@instance-20220714-1643:~$ uname -a
Linux instance-20220714-1643 5.15.6-1613-oracle #17-Ubuntu SHP Fri Jun 24 18:14:16 UTC 2622 aarché4 aar
ché4 aarchéé GNU/Linux
° 50 B t ubuntu@instance-20220714-1643:~$ 1scpu
GB storage
CPU op-mode(s) : 4-bit
Byte Order:

» Usually this config AT
cost you US$ 20-30 / R

Cluster(s):

Stepping: p1
BOGOMIPS: 50.00
mo nth Flag: p asimd evtstrm aes pmull shal sha2 crc32 atomics fphp asimdhp cpuid asimdrdm
Trcpe depop asinddp ssbs
NUMA:
NUMA node(s): 1
NUMA node® CPU(s): 0,1
Vulnerabilitie!
Not affected
Not affected
: Not affected
Heltdown: Not affected
Mnio stale dat: Not affected
Spec store bypass:

Mitigation; Speculative Store Bypass disabled via prctl
Mitigation; __user pointer sanitization

Mitigation; CSV2, BHB

Not affected

Tsx async abort: Not affected

ubuntu@instance-20220714-1643:~$ |

28
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Other things to configure
* VM cleanup

— Ubuntu ufw doesn’t work well on OCI, use firewall-cmd instead

» Security list
— Configure firewall to open port

— SSH is open by default
— Open port 80, 443, maybe 8443 or other

» Configure OCI using Terraform
— Configure OCI as Infrastructure as Code (laC)
— Automatically provision resource in declarative language

29

Explore a bit more

» Your developer friend can setup Oracle APEX for free application
hosting without using your precious free VM

» Use Object Storage and configure as file storage for your VM

» Configure bastion host
— But | prefer using Tailscale instead, will be explained later

» Configure load balancer and certificate
— But | prefer using Cloudflare instead, will be explained right away

30
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How USD$0 cloud infrastructure can support your business

Cloud DNS and TLS Termination

31

CDN - Cloudflare Free Tier

 CDN services
* DNS authoritative for your domain
e TLS termination with free SSL certificate

CLOUDFLARE

32
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Register your domain

 Tratfc | Analyt

& dash cloudflare.com;

Bandwidth

Cached Requests
Previous

14

& salamahsystems.com
Analytics
B ovwniew Traffic
©  Analytics
i i New
P Web Traffic Analytics
Get metrics on the usage of your website—without sacrificing the privacy of your visitors.
Security
performance
ons
Workers. Web Traffic
& ONs Requests
@ ensl @@
Requests Through Cloudflare
B ssuTLs &
Toto Reauests
O security - D
©  Access 80
4 Speed - .
.
8 Caching -
O Workers §
¥ Rules 2 3,
£
« Collapse sidebar H

@ Addsite

Uncached Requests

66

Support v English(US) Y & ¥

u bgrade to Pro.

Previous 24 hours -

Unique Visitors

@ciched @UN:

33

DNS | salamahsystems.com |4 X+

& dash.cloudflare.com;

Configure your domain

A few more steps are required to complete your setup.

DNS management for salamahsystems.com

o -

cLouorLaRE
< salamahsystems.com
B Oveniew
© Analytics -
B 60 Soarch DN Records
a
& ol @@
Type Name
& ssms - i
A Tvepu-arm6d-au
O security -
Type Name (requied)
© Access A ‘Ivepu-armé4-au
Use @ for oot
4 speed %
Delete
8 Caching -
o A 2vepu-arma-au
A 2vcpu-armed-ip
Y Rules L4
A amed-au
© Network
@ A cvp
& Traffic A4 A delicious
&2 Custom Pages Type Name (required)
A celcious
@ Aops Use @ for root
Delete
Calapse sidebar

Content
152.67.115:18

1Pv4 address (required)
15267116118

1929173116
1382021
14023810874
17216132240
140238.199.193

1Pv4 address (required)

140238199193

Proxy status
“@. DNS only

Provy status
D 4 onsonly

“@. DN only
“@. DN only
“@. DN only
DNS only - reserved IP

Proxied

Proxy status

- Provied

© Add site

Advanced

Auto

Auto
Auto
2min
Auto

Auto

Auto

Support ¥ English (US) Y & ¥

Actions

Editw

e (R

Edith
Edith
Edith
Edith

Edity

34
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Configure your domain

* Create DNS records

* For your website,
simply switch the “Proxy
Status” to “Proxied” to
activate TLS

» For other record, keep it
switch to “DNS only”

DNS management for salamahsystems.com

Search DNS Records
: e
Type Name Content Proxy status T Actions
A vepu-arm64-au 152.67.116.118 DNS only Aut Editw

Type Name (required) 1Pv4 address (required) Proxy status TTL

Tvopu-arm64-au 152.67.115.118 DNSonly | Aut v J

Use @
A 2vepu-armé4 192.9.173.116 DNS only Auto Editb
A 2vepu-arm64-jp 138.2.0.211 . DNS only Auto Editb
A armé4-au 140.238.198.74 Za. DNS only 2min Editb
A cvp 172.16.132.240 DNS only - reserved IP Aut Edit b
A delicious 140.238.199.193 - Proxied Auto Editw
Type Name (required) 1Pv4 address (required) Proxy status T
delicious 140.238.199.193 @ Proxied Aute

Use @ for root

35

SSL/TLS Configuration

Three types of TLS:

* Flexible: TLS with
insecure HTTP origin

* Full: TLS with self-signed
HTTPS origin

» Sirict: Full with Cloudflare
certificate

SSL/TLS
Overvie

36
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Easy win — one-click DNSSEC

©Addsite  Support ¥ English (US) ¥

CLOUDFLARE

ana.ns.ciouaniare.com

& calamaheustams cam

DNSSEC
DNSSEC protects against forged DNS answers. DNSSEC protected zones are
cryptographically signed to ensure the DNS records received are identical to the DNS

records published by the domain owner.

© Success! salamahsystems.com is protected with DNSSEC.

DS Record p Help »
domain, which i salamahsystems.com
® s
Help»
« Collapse sdebar
37
HTTP/2 &
Q A
Accelerates your website with HTTP/2
Help b
HTTP/2 to Origin
Allow HTTP/2 requests between Cloudflare's edge and your origin
Help »
HTTP/3 (with QUIC)
Accelerates HTTP requests by using QUIC, which provides encryption and performance
improvements compared to TCP and TLS.
Help »
38
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Easy win — IPv6-enabled for your site

IPv6 Compatibility
Enable IPv6 support and gateway. C)

This setting was last changed a year ago

APID  Helpw

What is IPv6?

As the Internet runs low on IPv4 address space, there's been a rapid increase in the deployment of IPv6 technologies. This shift is critical
to the long-term growth and health of the Internet. At Cloudflare, we are doing our part to make it free and easy for all websites to be
available on network.ipv6.

What does enabling IPv6 compatibility do?

The IPv6 gateway setting enables IPv6 on all subdomains that are on Cloudflare (marked by an orange cloud in your DNS settings). If
your host provides IPv6 support, the gateway will proxy IPv6 connections through Cloudflare. When both IPv4 and IPv6 connections are
available, Cloudflare prefers IPv4. We recommend keeping IPv6 Compatibility set to “On” for greater availability for your website.

Note: If you already have IPv6 records on your origin server, you must enable Cloudflare for your AAAA records on the DNS settings
page.

Why can't | turn off IPv6?

At Cloudflare we believe in being good to the Internet and good to our customers. By moving on from the legacy world of IPv4-only to
the modern-day world where IPv4 and IPv6 are treated equally, we believe we are doing exactly that. In the Cloudflare dashboard, IPv6 is
no longer something you can toggle on and off, it's always just on.

39

How USD$0 cloud infrastructure can support your business

Cloud VPN

40
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Tailscale Free Tier

» Zero-configuration VPN
» Can use your SSO (Google, Microsoft, GitHub, etc.)

» Connecting any resources from anywhere

«ee tailscale

41

What is Tailscale

\
Without Tailscale

A frustratingly complex and brittle collection of :
firewalls, rules, and holes while wondering if .

your network is secure enough. ‘

With Tailscale @
Rolls out in minutes. Devices connect directly,

working from any physical location or ‘
networking environment. All without poking

holes in your firewall. )
' ) katya's thinkpad

42
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What Tailscale can do

Connecting resources
anywhere to anyone:

Resources in:

The Cloud (VMs):
Windows desktop — AWS, Azure, GCP, OCl, etc.
— Any VMs on the VPS

Windows Server

On-premises DC:

* macOS — vSphere, Proxmox, KVM, etc.

» Linux (x86_64, arm64) + On your home:

* i0OS/iPadOS — Raspberry Pi, NAS, PC under desk

» Android » Serverless:

— GitHub Action, Google Cloud Run

43

Alternatives

* OpenVPN

* WireGuard VPN

« ZeroTier

* Nebula (from Slack)

Cloudflare Zero Trust

Why Tailscale: it’s the easiest solution!

44
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Tailscale Client (ex. On macOS)

[ ] [ ) @ accounts.google.com/signin/oau... Disconnect

G Sign in with Google

ikhwan.networks@gmail.com

Signin Network devices

Continue to Tailscale

Exit node

Email or phone

shreya@smallhouse.co

Preferences

Forgot email?

About Tailscale

To continue, Google will share your name, email address, language
preference and profile picture with Tailscale. Before using this app, Qu[t
you can review Tailscale's privacy policy and terms of service.

Create account

45

List of Machine Connected

Machines
All [ External Q Seal ul r, ta n
15 machines
MACHINE P os LAST SEEN
hello ® 100101102103 Linux ® Connected
services@tailscale.com 1.261

External  No expiry

kvm-ubuntu 100.107.204.89 @ Linux @ Connected
ikhwan.networks@gmail.com 172.16132.0/24 1242

Noexpiry | Subnets

ikhwanmart 100.123.206.13 @ Linux ® Connected
ikhwan.networks@gmail.com 1.261

No expiry

kasir-ghc 100.94.182.76 (©) Windows @ Connected
ikhwan.networks@gmail.com 1222

No expiry

laptop-mf500ue5 100.84.106.59 () Windows 7:37 AM
ikhwan.networks@gmail.com 1222

No expiry

affan-jet-black 100.105.99.78 ios Jul 24,911 PM
ikhwan.networks@gmail.com 1.28.0

46
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|dentity Provider — | choose Google ID

Identity Provider
How users log in to your tailnet. Contact support to change this.

G Google

47

Users — for Free Tier | provision one user

Users
Status v Role v
1user
USER ROLE JOINED LAST SEEN
Ikhwan Networks ) Owner Feb 13, 2021 e Connected
ikhwan.networks@gmail.com

h

48
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What’s beyond cloud VPN

» Cloud subnet
— Using Tailscale on Linux, function as subnet router
— Connecting devices that cannot use Tailscale app: IP camera, 10T equipment

» Exit nodes

— Using Tailscale on Linux, function as gateway router to Internet
— Whole user traffic will be redirected to exit nodes

+ MagicDNS
— Register domain names automatically for your nodes
— Can use names to access server, not only using Tailscale-assigned IPs

49

How USD$0 cloud infrastructure can support your business

Use Case Scenario

50
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Use Case — Hybrid Company (1)

Company of 5 distributed IT workers

Someone called for a new IT project

Setup a company

— Get new domain name: company.com (pay annually)

— Get corporate email: developer@company.com using Zoho Mail
Free (for 5 account)

— Get a collaboration system: Atlassian Cloud — JIRA, Confluence
Free (for 10 account)

It’s their first project, so they need to create “company”

51

Use Case — Hybrid Company (2)

» Create resources on the cloud

— AMD x86_64 VM for small workload
Think Raspberry Pi 3 on the cloud
Maybe VPN server? Small web server?

— ARM VM for medium workload
6-12GB on VM will give you medium application server
Maybe small Kubernetes cluster

» Setup DNS and TLS termination

— Deploy internet-facing workload
— Can provision TLS certificate automatically

52
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53

Use Case — Hybrid Company (3)

» Client sometimes provide their own resources
— Cloud VMs on their account
— VM or baremetal from on-premises DC

» Sometimes you want to access inside your home or office

— Raspberry Pi lying around your home
— Server with GPU under your desk
— Prebuilt NAS (network attached server)

« Everything can be securely connected
— Accessed just like in single LAN

54
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How USD$0 cloud infrastructure can support your business

Conclusion

55

What can you have

« Company can have infrastructure at US$ 0
— VMs, storage, network, security in the cloud
— CDN, DNS, and TLS
— VPN to access any resources from any devices

« Also use free SaaS (software as a service)
— Communication: Email, Chat, Wiki, Project management
— Tools: Source code management, CI/CD

» Upgrade to paid infrastructure to scale up
— But at least your basic infrastructure can run when you can’t scale

56
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In the end

* Free cloud infrastructure and application allows you to gain benefit
by reducing costs, allow your business to stay afloat

» Opportunities for everyone to setup virtual IT environment
— Small to medium business to start business
— Developer, startup CTO to start MVPs (minimum viable products)

— Network, system administrator to setup development system
— Etc.

57

QUESTIONS?

58
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